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@® United Nations Office on Drugs and Crime, Comprehensive Study on Cybercrime, February 2013, p. xvii, available at
http: //www. unode. org/documents/ organized-crime/ cybercrime/ CYBERCRIME_ STUDY_ 210213. pdf (last visited October
17, 2016).

@ McAfee, Net Losses: Estimating the Global Cost of Cybercrime, June 2014, p.2, available at http: //www. mcafee. com/us/
resources/ reports/ rp-economic-impact-cybercrime2. pdf (last visited October 17, 2016).

® Stein Schjolberg, The history of Global Harmonization on Cybercrime Legislation—The Road to Geneva, p.2, available at
http: //www. cybercrimelaw. net/documents/ cybercrime_ history. pdf (last visited October 17, 2016).

« 21 -



(EIBREFZRY) 2016 £ 6 A

[ St IR RS P e T OGRS E A B S R I AN R, AR R 2% A ()T R [ PR ik
EERLRESE . a7, EEREEIM T AR AT o 2R AR A DX PRk L], Hod
e AR E RN ZE 51 2 (Council of Europe, fij#fk “BRZ2"™) fE 1997 AFAEFIER (]
ZKALIR~Zy)  (Convention on Cybercrime) o FZAZIJEAE 40 11 N 28 JU AR AT R HL 52 W) g 4 DX v
ZINY, AURIRZE 22 8 5 T e 0 245 A0 SRl A Bk AR, i EL oA e Y A9 AR 22 h
SUE R NSLE PR . (HIZA 2 H 2004 ARAE S, IR IR 2 WU AR AE 2 8 i 42 Bk
gy EPs L EASWARREIE 0L T THUE Tl 2L AR B o [ PG VR AR I 255 TR A 42 Bk
EHSCE . B4, VERZS: (MEIRARAZD) NI BA [ PRk WL TS 57 e MR LA 7 [
Pt 2 g nr 2= AATI AT il F T 2 BRVE R AL SC7 FT i 28 A0 R [ Brad ML A9 R R e g 7 1)
SOBERER? X — i AR oA [ SOnT LR BUE ARG ke O I BRI, AR SOR DLERZRE 22
(RN L) BN AR LA, oA 2 AST o 190 2% A1 R 11 By AL ol T s ) DRSS, 0 T e
BB AR B R ST 1], Il 625 b i — L 4 A DG AR

il

— BZES (MBLELYH) WHERTS. TENFNER

yl

(—) (MBIFAL) GHTHET

YER (MBEILIRAZT) BRR T, BRZE 2 7E 4B T ) 45 A0 58 [n] 81 1) IX SR h & $5 4
FIE IR Y FAE 1989 4, IKZESPCRHUTK Z 0 Sl T4 R (89) 9 Sy, %
SRR G L H U ST I R S T A DGR IR T, XIS T RRZE S TE M 8 LR T T Y
SEEHERR P B BRI, ARG B R E MRS, MALTRIR R H 458, BR
T2 IR AC AR A8 Z% 51 2% ( European Committee on Crime Problems, CDPC) F 1996 4 [n]
K Z2 B S IR T & R 22 DL SRR N I8 A0 SR XT3, T4 e ok 1) A 29 o) ) 1) [l B A
SCARBA AT T M ICTERCR I LY BRI K & RS TR, JR#ETE 1997 ik “ M
AR L R E " KL W LR [ 8T 51 D 7 — 0y M 48 LR A 24

ARG TAER, ERZRSILHIT T 215 10 ka4, 15 IR RN 253 BRZE 2
B | BRZE 2 A GG L K 2 LA & D I A Y R R IT e T B THE, BARRREZ kB ek,
R, AZYT 2001 4F 11 H 8 HAERRZR 24 109 K Z 5t sl Balad, JF 7 11 A 23 A&
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@ Council of Europe, Recommendation No. R. (89) 9 of the Committee of Ministers to Member States on Computer-related
Crime, 1989.

@ Council of Europe, Explanatory Report to the Convention on Cybercrime, paras. 7 —11.
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@® U. S. Department of Justice, Council of Europe Convention on Cybercrime Frequently Asked Questions and Answers, available
at https: //www. justice. gov/criminal/cybercrime/newcoefags. html (last visited June 6, 2014).
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@ Council of Europe, Chart of signatures and ratifications of the Convention on Cybercrime, available at http: //www. coe. int/
en/web/ conventions/full-list/-/ conventions/ treaty/185/signatures? p_ auth =iyiWghKH (last visited October 18, 2016).

@ Council of Europe, Additional Protocol to the Convention on Cybercrime Concerning the Criminalization of Acts of a Racist and
Xenophobic Nature Committed through Computer Systems, January 28, 2003.

® Alexander Seger, “The Budapest Convention on Cybercrime 10 years on: Lessons Learnt or Web is a Web” , presented in the
Session IV at the International Conference on Cybercrime in Courmayeur Mont Blanc, Italy, 2 —4 December 2011, p.6,
available at https: //rm. coe. int/ CoERMPublicCommonSearchServices/DisplayDCTMContent? documentld = 09000016802
fa3e0 (last visited October 18, 2016).

@ NAZGRSW CUEERNY M, ZHSHIRGETE T X452 EE LA TITN ;b6 BT R R 2 24 1 728 DL At
B, #RU—BUR R, RS LR S U O SR SR A R AT A 20 dE s R EORESCE (A%, BOET . B
WEEAE) RERKZE RS RRE S HAUHUZR I B4 24/7 IRZ S BCE AR DL s TEACEIBRE &
2R A TR AL RN s 25 50540 G PR 2L A X i L A v UG (1 R 5 5 iR 100 26 A0 it R v, 41 435 T 114
e @y @ TAEAH T oE uli fg ot 2 0] 314 . Cybercrime Convention Committee (T-CY), T-CY Rules of Procedure,
art. 1, available at  https: //rm. coe. int/ CoERMPublicCommonSearchServices/DisplayDCTMContent?  documentld =
09000016802¢e7278 (last visited October 18, 2016).
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H1 T F AT D P 2R AR A 2 SRAAE RO 25 57, AR A AT E B S /ERLHI L “ ISy IHT, #ah
REEAALAR TAR T SR CREIRRA” SRAMER] S BT, R AAHIE FE LK, 1
HA R ANV DO DA 2P UE , 4R 55 — 4R 2907 BTE SRS, BOE SR 77 AR L P
PR, SREGE MR- XTSRRI I, SR () AR BB R A S
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EAEH—RERB? ASCA N, AP B PR Of A7 — [ /] ik BN R A" R AR,
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Explanatory Report to the Convention on Cybercrime, para. 36.

R EG, BAARBITES: (EPRk), ROUCH T RREE 2011 4255 3 i, 55 255 T,

Amelia M. Weber, “the Council of Europe’s Convention on Cybercrime” , (2003) Berkeley Technology Law Journal, Vol. 18,
p. 434.

SR N LI 29 55 3 FRIHLE

Explanatory Report to the Convention on Cybercrime, para. 285.
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® FET 2009 4E 6 A 16 HIEM-REEMBEZZINE, T 2011 483 7 5 HAtEZA Y. A0 SORTES IR
FTELIX 5 28/2013 SATHK E /A4S http: //bo. io. gov. mo/bo/ii/2013/30/aviso28_ cn. asp#cht (last visited October 18,
2016).

@ Susanna Bagdasarova, “Brave New World; Challenges in International Cybersecurity Strategy and the Need for Centralized

Governance” , (2015) 119 Pennsylvania State Law Review, p. 1126.
® TER: (GEEmS MM LaRERA AT EN ), 8 (BUEisIz) 2015 44555 1, 45 91—108 1T,
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@ Cybercrime Convention Committee ( T-CY ), Information Document concerning the Opinion of the Committee of Experts on
Terrorism ( CODEXTER) on Cyberterrorism and Use of Internet for Terrorist Purposes, available at http: //www. coe. int/t/
dghl/ cooperation/ economicerime/Source/ Cybercrime/TCY/T-CY% 20 ( 2008 )% 20INF% 2002% 20E. pdf ( last visited
October 18, 2016).

@ Shannon L. Hopkins, “Cybercrime Convention; A Positive Beginning to a Long Road Ahead”, (2003) 2 Journal of High
Technology Law, p. 108.

@ Explanatory Report to the Convention on Cybercrime, para. 294.
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The Problems and Prospects of the International Legal

Regimes in Combating Cybercrimes

From the Perspective of Council of Europe’s Convention

on Cybercrime
Hu Jiansheng and Huang Zhixiong

Abstract: The Council of Europe’s Convention on Cybercrime ( “the Convention” ), which entered into
force in 2004, is the most influential regional legal instrument in the field of combating cybercrimes. The
Convention not only provides the primary legal basis for the member states of the Council of Europe in
fighting cybercrimes, but also influenced the domestic legislation of many non-member states including
China. Meantime, it contributed to the quick development of other regional international legal
regimes. However, at the global level, the international legal regimes in combating cybercrimes are
featured by fragmentation, and it is difficult for existing regional regimes including the Convention to
evolve into global legal standards due to their own limitations. Thus, it is time for the international
community to consider the draft of a new comprehensive global legal instrument. Currently, there is a
confrontation between the United States and other western countries’ attempt to globalize the Council of
Europe’s Convention on Cybercrime on the one hand, and the desire of emerging economies and
developing countries such as China, Russia and Brazil to make a new convention on the other
hand. Against this background, this article offers some insights into the future development of
international legal regimes for combating cybercrimes, and suggests the strategies for China’s participation
in constructing the relevant regimes.

Keywords: Cybercrime, Council of Europe’s Convention on Cybercrime, International Legal Regimes for

Combating Cybercrimes, Comprehensive Global Legal Instrument
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