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EXAT BORIE R S Rk B 5 S BRI B R DTS e o AN, 22 B TS TE R R i 5 ] O 1
TR —Trifn, Bl Es B BRI 5 SR RAE AL, AHGTESERIERAZ) | [ 5K 16
EHM R ETT, BT, FENRE RV LG AR R . SRR A
FE T ARG, S R A 2 B BT A B B 5 R U AR 0 © (ELR X T I B it AR B A o4
BZ BT, D RASCHI R AR . AL, EFE I 2 DA B AR G B4 T A RIBO A kA
R R s 5 R ) 5 BRI TR, DAL s IR SR s B R O R 2 A R A
SCH S WNER B SR IR R R T, s BRSO BIE T Y R, O DA AR 500 i
B BB R —— [ S A NG BRI EIR , SRR B N a0y WS AR A7
b AR 14 A 2 5 A ] ) 5 2 58 DR BB 5K

— HIEBEFEIRAIR RS
2013 47 12 J 4 H, 36 [ 20 29 0 M DX 0 5 S A 1 — I SR VP BORE 1] BRI R A7 0 g —

FHP T BRE P9 85 D0 R A R o 3k — R dis B R B A A 5 T I 55 4 o, (HL R At
WERg 2w —HE, S T P RE RS LI RIS B, AR B 8 15 RARAF AR AR T 2% AR 22 4L

O SRR (REEERR SN AR BIE MR E R L EE) , B (AT RRIBeR) 2021 4552 ), &2, (h
FERZEH 5T W PSS B s S AF ), # (RMBITSE) 2021 4535 6 15 XUGHFEE . XIAmak: R MBS S 4 i 5l
TRELALEIFEEE) , 2 (EIPRRER) 2022 458 2 #1; ARANEL. XSS . A as. CHREIBRAS A EOE 25 52 il s i SR = K
FeEMEEMIEY, # (FERIFE A 2021 4E%5 3 #], See also Frangois LeSieur, “Regulating cross-border data flows
and privacy in the networked digital environment and global knowledge economy” , (2012) 2 International Data Privacy Law 93
Joseph Liss, David Peloquin, Mark Barnes and Barbara E. Bierer, “Demystifying Schrems II for the Cross-Border Transfer of
Clinical Research Data”, (2021) 8 (2) Journal of Law and the Biosciences 1.

@ ZWEHEA: (EEEERRSP R ERR SN G AT RRE), B (HHEETITE) 2020 4E55 4 15 R0LAE
OB 55 5 5 SR 5 0 T B L) . % CHOBERE AT 2002 4555 3 M. See also Julian Rotenberg, * Privacy
Before Trade: Assessing the WTO-Consistency of Privacy-Based Cross-Border Data Flow Restrictions” , (2020) 28 University of
Miami International and Comparative Law Review 91 ; Briseida Sofia Jimenez-Gomez, “Cross-Border Data Transfers between the
EU and the U. S. ; A Transatlantic Dispute”, (2021) 19 (2) Santa Clara Journal of International Law 1; Andrew D. Mitchell
and Jarrod Hepburn, “Don’t Fence Me in: Reforming Trade and Investment Law to Better Facilitate Cross-Border Data
Transfer” , (2017) 19 Yale Journal of Law and Technology 182.

® SR (EREIRAR RN ZAEERFN 20, B CRFIEEIR) 2022 4255 4 1, Xhd . w0 55: (BET
B EAU BRI S LAY, B (FHZeE) 2021 455 6 ], See also Andrew D. Mitchell, Neha Mishra,
“Regulating Cross-Border Data Flows in a Data-Driven World: How WTO Law Can Contribute”, (2019) 22 (3) Journal of
International Economic Law 389 ; Renee Berry and Matthew Reisman, “Policy Challenge of Cross-Border Cloud Computing” ,
(2012) 4 Journal of International Commerce & Economics 1; M. James Daley, “Information Age Catch 22: The Challenge of
Technology to Cross-Border Disclosure & Data Privacy”, (2011) 12 The Sedona Conference Journal 121.

@ SUWAREEH. DU (ECHBIRE S ER A RO KR RIERY, B (ERAE) 2022 4E55 5 1. See also
Laura Braford, Mateo Aboy and Kathleen Liddell, “Standard Contractual Clauses for Cross-Border Transfers of Health Data after
Schrems II”, (2021) 8 (1) Journal of Law and the Biosciences 1.

® ZWHIEE . ( BEART e PR B SRR . DISEE . BRERITEDE) , R GRERIRANITIR) 2021 AR5
131,

© ZUERMG . CRIEAIPOE R 2 TR E PRl & SR SR e ), # (CPEFEZ4E) 2022 4E5 3 #,

@ ZWESR. A#. (PR IEESMER 2R ERRIA Y, # G- 2022 4455 4 1,
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ferbon Vi, BERLISERE (FE#ETETE)  (Stored Communication Act) ANEA SN Hy 46
HHATEBEAR P BIRIRBEA RN W, (RS SRR MV 2B, ik
Bt 452 T 5 [ ERURF AR AR 58 rh i3 SR U A TE B /MBI B9 AL DT, IR R0 ] A ke, U
Sk A R AR, DOy s B b A8 TR A L S B R E 38 EEIRR T A K fel
Bt o BRIRH 3 Ml g SO 1 R TER, DA BASE [ R I R T 22 2K 22 OB 0 A7 A
TEBERAUIIERE, BUMASBERRAT I B 7E 56 S /M s . e, SEEIBUR I &5 1 2018 4F
(BTSN IR ) (Clarifying Lawful Overseas Use of Cloud Data, F iR {( =)) .
WS 2016 4@ b, 2018 4F Az R BRIl ] EdE P 97 25 49])  ((General Data Protection
Regulation, F3CHEFR GDPR)® Hefi] 5tk BE A AR 3 R4 A7 A= 5 98 H R 45 14 T K ST vk P
B TEIZEY, RERRIRKE S BIR A EEOC, BEEEOR R SR T i E 2w 424t
A SE B AN AR, X SR8 [ S e RO F 5= R AR s i B — BRAH R o el PR 2
I BRI G AF rh R iR XUy 28 b 41 () Rl VA b AR, SR ERE B AR S DA S e (Bl infL %)
SCHE— 7 M H N RBOEE 1 ER @ ARG RiA TR, 55 A A IR SRR £ R T i A
MIER, ZORIEEE G E A RS AL FEEAMY SO 055559 36 B w3t B A K 48 Bl 22
SRAMEERAT L E I A M TEAM SO R, AT ZA IR Rl LN AR . X —3%
FE L GE A5 A B I BURS ARANAE — TE R EARAD 1 Kl At [ X i A A b ) K8l 79 T2 AL
FOR, A 1 2 ) T 5080 - ] 5 i 8 B oK [ 2 () v b, TG I 17 L8 07
T )AL, ©

SRR FAUA I, AR A B A Z IR 7E B A OB, 30 = Al el ik B AR EE AR AR AT
S TEAS [R5 Kl X B 7 B [T PR, TS RE S8 At [ UM A SCEIE A BRER 1) F AT A
2O EPREAESR AL G AT BERE AR S m A B O X e, B EEA A
Mo I B 453 S, B ERZ EBGE WAL T © 5B =, UL LR AL,
PhER, BT HEREN, D—f 307 AT R n kgl . SR, ERER S S T RE
ot 5 B O O R s B RO B T s TR, BOMAE TS 2 8. S —, J2 1 R [
YR RO AT I IR T 9 B R e A N5 BRI 5 &, MU 1 2 WLB0E A E 26
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@ See Microsofi E-mail Search Warrant Case, 15 F. Supp. 3d, p. 470.

®  Regulation 2016/679 of the European Parliament and of the Council of 27 April 2016 on the protection of natural persons with
regard to the processing of personal data and on the free movement of such data and repealing Directive 95/46/EC ( General Data
Protection Regulation) (Text with EEA relevance) , 0] L. 119/1, 4. 5. 2016.

@  Rukgw: (EAS: EEGEE N R K ANERRT ), T EBEA K AL 1998 ARRR, 5 274—279 T,

® See In Re Grand Jury Proceedings ( Bank of Nova Scotia) , 740 F. 2d 817 (11th Cir), cert. denied, 469 U. S. 1106 (1985);
In Re Grand Jury Proceedings ( Bank of Nova Scotia), 691 F. 2d 1384 (11th Cir. 1982), cert. denied, 462 U.S. 1119
(1983) ; In Re Grand Jury Subpoena Directed to Marc Rich, 707 F. 2d 663 (2d Cir. 1983).

© WEHERE: CREERAC R P AYSIEES BRI . DISERE . BRI ES ), B CHREREETIE) 2021 4E55 1 1,
o 41—42 71,

@ See Marusa T. Veber and Maga Kovic Dine, Big Data and Economic Cyber Espionage: An International Law Perspective
(Routledge, 2014), p. 11.

® See Valsamis Mitsilega, “New EU-USA Cooperation on Extradition, Mutual Legal Assistance and the Exchange of Police Data” ,
(2003) 8 (4) European Foreign Affairs Review 515, pp. 515 —536.
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10 A AR RIWIRE, 2 BRI L S R RO B MR . 55 =, AL GeB5die 8 S5 o U 42 5 i
ACHIH, B AT R EER A NEE AE 7 ah IR 55, I T AR 55 2 Sl 2 i
55 P TR SRR A [ A, T 2 4 HURRIE o W] vk D B R 3 1 SR BBUE A5 A (Y R 3, © 0L
BES i LAR TR AL CJRARR AT o SR, A KR B SR O SROE YRBUE ST 3, e
WERERE R AL, SEENEFHEIR . Wik, S8 7 diEIER SRBoseR | e aRu
WG RRERGIE | R A PETER E A H ARy, NS RS RNL P B AP A, SRR RA
SEBRA (B AR H A AT BCAGE FR] R B e O L@

— HE#HEERARNEARIIZSAERR

Xt AE R AR T S R B T R ks, P IR A RlE B 7 2, DUABER K
ERRRE, N, PEIERS MBS —EEOa# AR (MALTREAZ))  (Cyber-Crime
Convention) . 2018 4 10 Hi@ i iy (A AN R [ PR g5 Rl bpihie ) (R 3cfigr (R prif
FoElE b)) RAE T E B A MR E R, HAE 4 RE . (AR rh AR AR LA
FAEPCRIE, P ANRIEMES AP . LV AATS [ 0 E S G A4 AL L E 1Y
PrBh.” 2021 49 A 1 Halid iy (e axik) 26 36 Sthplie, “AbBEAhE w1k sl Pk L 3¢
THROVEHR AR By “RESLAREPRAZ, e, sE RN, R4
EEHUOCHEE, ARSI FIE S SGE VU SR AU i T R E ST R Bdls . 2021 478 A 20 Hidid
1 ARG L) 26 41 F WA EMEE, BRABKYE R 2 DU R, AR 4 T8 LG
e, ANEBACEE AR 5850 mE s A ML S A7 A vh [ S N A s . gl 0L, — 5
T, T EATI T R AL e i w1 Bl P Oy R0 B ST ) A DAy 8l s S e Iy £ 805 50, (H S5 —
D, CEEze k) Uk CAGERRIE) MASC g as 7B Bdin s s PO 50, /9 2
EAEYICHEHE” , TR Bt 5 S R B T A BT AR A2 SR, X T A LG Rl
PRAEDRE S AL, AN G = BE— 2D . MArdk R B, A BRI 5 35 28 [ 50 08
PR BN SE R SRR T, TR R 2250 NE BRI

@ See Roderic Broadhurst, “Developments in the Global Law Enforcement of Cyber-crime”, (2006) 29 (3) Policing: An
International Journal of Police Strategies & Management 408, pp. 408 —433.

@ See Peter Swire and Justin Hemmings, “Mutual Legal Assistance in an Era of Globalized Communications: The Analogy to the
Visa Waiver Program”, (2016) 71 (4) NYU Annual Survey of American Law 687, pp. 687 —740.

® See Written Testimony of Mr Paddy McGuiness United Senate, http: //www. judiciary. senate. gov/download/05 - 24 — 17 —
mcguinness — testimony.

@ PHEF . R BRI PUEES SRR . IR WA EE) , B (RERIERITIE) 2021 455 1,
5540 T,

® LR 32 FE, T LAE R BN HAR USRS TR, i ERA X — O R TR E AL, S WA
R (T AR [ PRyEALE G R BT 5 0 st —— DR Z 5 & (LA A2 M), 2 (EBREFS)
2016 455 6 W, 55 21—34 T,
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(Bl k) 554 FHE: A Bdg s, YRR EIRE R L2, i %
PIRIIAR, fESBIR A REERE T " IRIES 2 FME, BEAM B b BRE Sh AR5 I
FARHAMA R, o b E R BHRA B E T DR E 5 R 5 A% R R

F B AR — T CERZeE R M TATERES AR INE S R
X RN R AR EA MR E AR, ASEERARAUT #2256 B EBUN AL,
N T ERZ R m, ARG RReg A, JRETE ISR 2, RENX—
T TS, © A8 36 B BUR Y B2 R 17 S JF R U . SR JETE e E K %4 JR) (National
Security Agency) HEE WAL S BT 4R AL 18 Bkl — O, SEEIEESR U IESR (Fourth
Amendment to the United States Constitution) ¥iE, ZEEA TRAMGEPAEHFNANE “H=
FERER, EEPS R LRI WA E , BRI AR AT LAY B @
IfREE, HNANE HET EE RN, ez TS B L R r LSRR, KO A
BLOZREW WL BIAFHAS B “28 =707" alaBR(E B4 “SME" BUN. 5 —Jrim, SEREK
L e — DRl , RSOOSR JE AR DU IE FE 0 FRRARL A DR AP I A3 T 26 1
BUR %R 7R 2 [ 2Z AR AME A R EF TR, X SRR b Roxl 56 R B A M W 2 AR 2 @

RS2 AERE A N B AL 2 B AL 3 BE R, 7RI 5% 42 )l | 14 37 37t ) 56 AN 1L
Bo BG, WCEEEE S BV ORE SRR R R S 0B . PR i DUSGE URIR] AU AR T AR B
FARLI LRAP A v o @ R B ot 38 e 10 81 R A S 5 A Ay ] 5 22 4 L B I 3 1 SR JBUHE il ) AL
73,9 AR RRR 5 T G e 4 2 I S ) B AR AP AR SE B RIS 22855 el
7 1 52 2% TR IR J2 T AR AT 58 38 1 R A DR P R 2R, R RE DR IEH ™ A% $0FT 5 ¥R EITE 2015 4E LA
L i W VLR B 22 Vo M BUR R IS T 43T 1 LR RS, i FeRs R RELEAL T 5%
4o WA, BB B R AR R S I — A, Ol T o (7 DR 358 A A DO L R R
X T D LA B s 5 R SBURE X S AT R e BR ), R BGRRVF S

@ See J. Richard Broughton, “The Snowden Affair and the Limits of American Treason”, (2015) 3 Lincoln Memorial University
Law Review S, p. 32.

@ See Katz v. United States, 389 U. S. 347 (1967).

® See United States v. Verduto-Urquidez, 494 U. S. 259, 259 (1990). fEiZ%h, & BT R B aH AL R 4 —f7 B 7Y
BN RETHEIENE, L2V RR A RIEZEEERE o 1A R\ R SEER —BUETT ARA Sl A, Bk A
SV AR DU 8 1E Z2 I BR 1 56 B BOR PRI A X &b [ 2 R U8 Hfe AT o

@ MR (R SEZY) (Treaty on European Union) 54 55452 3K, FZR LR THAEACHTTHIN. (RIS
FIRR B IR 25 ¢ T 7E A NS08 A0 JUAN B dy i i 2 A2 b X A s BEAT R 47 1935 %) (Directive of the European
Parliament and of the Council on the Protection of Individuals with regard to the Processing of Personal Data and on the Free
Movement of Such Data, F3CEFR (95 $84)) FAVFRLHL FE T LU i P SR BRL HERT bl FR ) JE AT A 18 & HL 5 1 3L 55
(1) EZEE4A; (2) AT (3) A4 (4) Ry, #Hda, fid, BIONFELR; (5) MAEMNEELFN S
FA 25 LASE FROH A BRI, R T . B LI B, See Directive 95/46/EC of the European Parliament and of
Council of 24 October 1995 on the protection of individuals with regard to the processing of personal data and on the free movement
of such data, O] 1.281/31, 23.11. 1995, art. 13.

® See Joined Cases C —293/12 & C -594/12, Digital Rights Ireland, ECLI; EU. C. 2014, 238; Federico Fabbrini, “Human
Rights in the Digital Age: The European Court of Justice Ruling in the Data Retention Case and Its Lessons for Privacy and
Surveillance in the United States” , (2015) 28 Harvard Human Rights Journal 65, p. 81.
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(P NRIERIE k) BIALE T NE BRI — IR, JRE “ AR T HLE
T CRRBRA NG SR, #E T EAAE BRI . (D AFE R R
FEIVRE BN ORI NAFERGE . (DA E G BRI, FFAESS 3 ZK W R E S Le 5 1 1
W A B Sh L 2RSS B ORI I AE HRE L

R A NBSAAPR A 2 I A Dy LRSI R L . LA GDPR AR 2, B A AN Kt Or 4
SR, JUHGRE €95 48D Y st A SR B He i B 55 = I B N AR BR Y R AESR T SE AR
K" (adequate level of protection) FYELR, P fEffi 224> [ 50 T REAS A MK ML I ICEC R 1Y
FORMME S T RNk, AR NG BRI AREAE TECRARME, GDPR AU, MRS I
L MBS JC 7 E] 22 ) 5Bf B5 45 5 I B s B W 5 2 = Il 2 [ R s 5 70 " S 1 I, LA
555 BALE T A NBE RIS R 0 — ORI, HLRE T A SR KR R b v e = M AP 2R
SEIARPIAR Y SHEI, T RS LGEAE N A R IR, 58 [t i BELIT 45K
W 4% L4/ O 8 56 Pl )3 £ A AR AT BS SR B (PP d Rk ) o 2 BRI 4 1k 5% [ Y
JF VAN AP RR L AP AR N 2T, AR T IRF o 25 A0 [ SEURF EER O i A 25 i AR AR 1 R e
J& FE P A FE 28 RO BHR Ny, BRSO E BUR RESY TG E NIE 2K, (FAfidfEiE) 2 &=
LA 1k S 1 20 ] [ NS M BUR X AE AR 2R O BARIZ R 6 TS AE R e, B4
kK (Google) HIE45 (Facebook) S5/3 wIREHAREE yad FH T HAx T B TAT Hedis o

I, Xt Rk T RdE s SR 3, T ERR TR EPr A Y kb B LUK S
S, Fesrvk BIEME T S FEYIOGHME” X —RIETTHEAE, FUR AR E N SLIE AR
HERPRIEVE RIS . A5 A SRR ISR, — EE RlA TRy o 15 Fe VPR 5 S A A
SEIBEFR LGP NERRIPATTI . 52, IR E R RRARR e b B RO S,
IEHTEAMRAL P E E A2 25 A NE B A, R E R 5, B2 S inidis 5
Il M3 N SRR R g, 024 A ShEVFIRIBOER . EE I, T 3 SR 15 U v e [ 5
At LA N BARFAal HAt A G5 mE,  nT EUEE AR LS i AR A P FEEA T

= W O“BIEEXER ARSI ENETEERERAE

W KRS (Microsofi Corp. v United States)® il i1, Hchi 555 i HUE > 5 o

@ Directive 95/46/EC of the European Parliament and of the Council of 24 October 1995 on the protection of individuals with regard
to the personal data and on the free movement of such data, OJ 1.281/31, 23.11. 1995.

@ (95 84D 25 ZE 1 HONE : n 5 = EEEAS IEAEAL B A 2l e A B4 = A TR IR AL B S ABE Y, L

O3 4B NS = E A AR T8 PR AP B S5 T AT LSS . R S R T i R AR Al A

A HoAt A 52 AR B S

AR, . IR A NARBRE S, See Manfred Elsig, “All Politics is Global”, (2009) 8 (2) World Trade Review 367.

PRBRER] I I T R A B 5 5 ¥ . See GDPR, art. 44.

SO . (LR CLOUD (k5. ARBRERHN “BE"), B (HRETE¥T) 2020 445 1], See also

Jennifer Daskal, “Law Enforcement Access to Data Across Borders; The Evolving Security and Rights Issues”, (2016) 8 (3)

® e e

Journal of National Security Law and Policy 473.
© See Microsoft Corp. v. United States, 829 F. 3d (2d Cir. 2016).
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TR B AT | B A B 8 T T [ 5 G . FRAT TR R R B i A
FF VARG, 2Bl fela) b E FE R A Y E K B2 LT LR, — R ikBeblE, Hean
o A7 REs R AE TS . AR B E B e TR E 2, 4848 = Bl AR Y
NFEITAEM (HEUnfidR . AR E ) e X — M S R BE SE Pl BEEE S, B
A RE AR AR AR AR 2o i 0 g o — R R TE ], W2 AR Al g . Bl 619
M EAPERE, @z EEREE . EEEE, b, “HEIRRERT B KBRS Pr T E
o, WHREIRAEAEM, EFE AT — B0 WEHR A B AR AR AR B PP T

B, AR E_EX S EA BRI, AR R A i AR RS, I, kA
¥ Bt M ] ) RS R BT R U S B o AR, % R AR BN oG — e, U
VA Bt -5 5 A O SR P Wi [ ) R VR A R ASOMUUARTE I, 9 IR B DO T BRI B Ak
TEERL, B L FEAR R BGRE R W2 & B . LSS RBFAEEEAL MU 491, © %4 ] 161 28
“HfRPRIEIR AR WA T o A6 S5 PN A ol )R T R R S A R I M T g NEAT A . R AIRER
JEMR AR ESC [ Py b —EATA A, BT OLHA [ 50 R, X IER C KREE R —
HLLIORAESZ YRR HRESS % B OUTE P28 U, RAE e IRBIR IR R 4 A A 100 o v B o e
LIRS, 05 A A kARG, © H R A RAT 0 A4l G 7 A 7SI, 3 A
RRRVEEN AT REY I, R R 0 25 BR A8 76— G F A, B Al A o SO U A 25
o WEZ, WARBIRABOREROk AL BEE , B SR AR R, B A0 RAR I ik
HE, IR Be FE X SR BA SR, HIZEER T SR PR SO, BB A AL
ARSI BOEK, BrARR SRR A E A 4

FOK, A R BORR A AT RESR AR AL P 22 e . X KA e LR 5 0L
]t Pl B2 1 RS PR B SK kBt 5 i Al st AN A AR L B B P, T Ak B i 7
1] 55 5l A R A AR S IR, U3 g ot ol e SR A0 Ak R SR AR, B0l 8 A5 ATl
o O R 1T 1) bl i i ) BRI TR SR o 5k A RS A S T A b R Ry A TR A
SBORSH A it ) Kl i D7 XS B R T 58 IR T/ il BE R AE S, SR AT B —, TEIEZ SR
P, VFZEARAL B R, A BRI 5 O A S 2 B e IR AR T L B b Y, PR

@ Gerlinde Berger-Walliser, “Reconciling Transnational Jurisdiction: A Comparative Approach to Personal Jurisdiction over
Foreign Corporate Defendants in US Courts”, (2018) 51 Vanderbilt Journal of Transnational Law 1243, p. 1298.

@ Mahir Al Banna, “The Long Arm of US Jurisdiction and International Law: Extraterritoriality against Sovereignty”, (2017) 60
Journal of Law, Policy and Globalization 59 , p. 62.

® See Henry Lowenstein and Carla F. Grabert-Lowenstein, “The Long-Arm of the Law: South Carolina’s Long-Arm Statute and the
Internet” , (2016) 68 South Carolina Law Review 47, p.76; Adam R. Kleven, “Minimum Virtual Contacts: A Framework for
Specific Jurisdiction in Cyberspace” , (2018) 116 Michigan Law Review 785, p. 807 ; Elma Delic, “Cloudy Jurisdiction; Foggy
Skies in Traditional Jurisdiction Create Unclear Legal Standards for Cloud Computing and Technology”, (2017) 50 Suffolk
University Law Review 471, p. 488.

@ See Paul Schiff Berman, “Legal Jurisdiction and the Deterritorialization of Data”, (2018) 71 En Banc-Vanderbilt Law Review
11, p.27.

6 BARAEWMAIZRM S, Case C - 131/12, Google Spain SL v. Agencia Espandla de Proteccion de Datos (AEPD) , 2014
E. C.Ro 7EZFET, AHPARERMEB A HEA SR, KHE (95 484), AUTERILFES T 020U, JEEr
PR AT E AL, RS X R TUBE E R .

® AXBEBIAIZEM N Douez v. Facebook, Inc. , 2017 SCC 33 (CanLIT), [2017] 1 SCR 751, Facebook 1A Ry H4t %t iy
SEINFIRRJE MM B R, TR 55 2fd i AL 28 B T A 114055 0T A DX 1 2 9340 1 T I ) A T I 2 e e ke
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B B RMIE BEH A TE 4, IO, 35 e e TR AL AR X it Ak PR B i i 0 R T, %
ZORBE A IE SRR S, BRI & B T e B AL, — 7T, A RSB T
WF = EA TR —RE, BALEN. 5—FEZI0CRMN AT LIRS 5 tAe 1% [ ik o
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Exploring the Path of Cross-Border Data Access in China.

Perspective on Data-Related Subjects and Storage Paths
Wei Qiuyue

Abstract: Under specific circumstances, cross-border data access needs to be supplemented with other
paths based on traditional mutual legal assistance agreements. On the basis of bilateral mutual legal
assistance agreements or the principle of reciprocity, China should explore more flexible and convenient
paths for cross-border data access from the perspectives of both national security and personal information
protection. From the perspective of data-related subjects, China should, in principle, allow access to data
when the data requesting country has proper jurisdiction and access to data is of interest to the requesting
country in hearing judicial cases, or when the data requesting country has personal jurisdiction over the
data subject and the request only for the subject’s data. From the perspective of data storage path, when
China is only the data storage country in the “full storage mode” , it is necessary to conduct substantive
review of data requests from other countries in conjunction with the type of data requesting country, while
in other storage modes, prior neutral technical means arrangements or preexisting trust agreements should
be respected, thereby excluding some data access requests that do not require substantive review by the
Chinese data authorities, so as to improve the efficiency of cross-border data access, reduce the pressure
of review and advance transnational justice effectively.

Keywords: Data Access, Personal Information Protection, Data Sovereignty, Data Storage, Data Trust
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