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[ 1) See Anthony J. Colangelo, What is Extraterritorial Jurisdiction, 99 Cornell Law Review 1311 (2014).

(2] ZWk=E, XTH: (EZNREERGEER), (CHIR%EY) 2006 45 5 ], 55 107 5T,
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BB ek e e Jk, i TAS R I R IR R S AE AR, WO A DL, 07 ) =i,
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E 5K AR A, A RO A i S B o A AR S AT B o A A SR A 1, R
T3R5 BOUEAE R XA o [ 7 585 Ay S ] B 36 D U0 A0 ML DU A E 2R, Dy 3 LR = B

(3] SRl PR AR ERE (2016) F801 2 176 SR FE 1,

(4] SF3cscHkE M “ Microsoft-Ireland Case” fRIFRILEE, T ICHIRAR T MEMIT “MEK—E/RZR" WEK.

(5] Microsoft Corp. v. United States, 829 F.3d 222(2d Cir.2016).

(6]) ZLTE XL F A “Clarifying Lawful Overseas Use of Data Act”, 3= 2w MBS B B3R BOIE MO R RR R
“CLOUD Aet”™, F3CHIR I MR “ 216" WFTH.

(7 ) United States v. Microsoft Corp. , No.17 -2, 584 U.S. _(2018).
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R I LG4, (12)

V8D 0 265 A0 AR BT H AT 52 ) fe K 1) DS [ B 3 SCPF, 2004 4R AR 30y (45 AR AR
#y) (Convention on Cybercrime) H¥FZ 2530, WMBEAE T Bdafr ik ud o filin, MR4E5H
18 2650 1 HUERY “4R{t4" (Production Order) i, 454k 2475 AT AUHLIE nl L iy 4[5 A

[ 8] See Ulrich Sieber, Nicolas von zur Miihlen (eds. ), Access to Telecommunication Data in Criminal Justice, Duncker &
Humblot, 2016, p.730.

(9] See Russell G. Smith, Peter Grabosky & Gregor Urbas, Cyber Criminals on Trial, Cambridge University Press, 2004,
p.58.

(10) United States v. Gorshkov, NO. CRO0 -550C, 2001 WL 1024026 (W. D. Wash. May 23, 2001).

(11) See CCIPS, Searching and Seizing Computers and Obtaining Electronic Evidence in Criminal Investigations, p.58 , availa-
ble at http://www. justice. gov/criminal/cybercrime/docs/ssmanual2009. pdf, visited on Nov. 1, 2018.

(12) See Jack L. Goldsmith, The Internet and the Legitimacy of Remote Cross-Border Searches, 2001 University of Chicago Legal
Forum 103 (2001).
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(13) Z W5 CCMBALARALY) A IEYs A 2 ] B2 5 B AR DS SR /P ik L), (v ) 2003 48255 4 4,
55 152 T,

(14) Brief for Ireland as Amicus Curiae Supporting Appellant at 4, 7, In re Warrant to Search a Certain E-mail Account Con-
trolled & Maintained by Microsoft Corp. , No. 14 —2985 — CV (2d Cir. Dec. 23, 2014).

(15) See Christopher Millard (ed. ), Cloud Computing Law, Oxford University Press, 2013, p.288.

(16]) See Richard A. Clarke, et al. , Liberty and Security in a Changing World; Report and Recommendations of the President’ s
Review Group on Intelligence and Communications Technologies (2013 ), p. 227, available at https://obamawhitehouse.
archives. gov/sites/default/files/docs/2013 - 12 — 12 _rg_final_report. pdf, visited on Nov.9, 2018.
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(17) 20 [2€] BEe/R - HENRESR: (METIHEPOEERTN 2.0 J), FEMESE, thoR2 Skt it
2017 AEh, %5107 7T,

[18) See Cybercrime Convention Committee, T-CY Guidance Note # 3 ; Transborder Access to Data ( Article 32) , p. 3, available
at https://rm. coe. int/16802¢726a, visited on Oct. 26, 2018.

(19) ZWHEFEGHEEEREMIT: (THRMELHE: MG PIRIGREXKE), 5282 51, hups://www. itu.
int/en/ITU — D/Cybersecurity/Pages/Publications. aspx, 2018 4£3 H 18 H &5 Uil .

(20] 1In re Search Warrant No. 16 =960 — M - 01 to Google; In re Search Warrant No. 16 — 1061 — M to Google, 232 F. Supp.
3d 708.

(21) See European Commission, Commission Staff Working Document Impact Assessment ( SWD (2018) 118 final) , p. 33,
available at https://eur — lex. europa. eu/legal — content/EN/TXT/? uri = SWD% 3A2018% 3A118% 3 AFIN, visited on
Oct. 29, 2018.

- 192 -



AT B ERE Z A EFOLE ERRX

KAl MR AR B A AE B B, 2 R 30 BOUE A o e T AR 22 R A, I A R L 52 B
THABh SR, X BEATE R AR, B AR [ PR b R R 3 EOIE A R Y 2 AR A 2
XA =AY A

B, e R BN ALE R OO R, R SRR PR B UL e WO AR Y. L, BR
ARAT A 1 e 2 249 9 45 ] 52 A 1 R 1) A ALl LA, — R O R 5 5 v 1 S8l BBk k5 R
fib SE W UE I 04 B USSR T S, T AR Dy [ B ik BT AR

FOR, R AU 1 38 7 IDOIE 3 il B 52 77 R, LR Rl RE I RO i P 7 M [ 28 2 ALY
ETERAARIL o BR T R XF Al REES BT e A T AT W ILE T e “ 4R AR 1R 10 ok ol P 1
i, 3R s 2 24 RHC A [ 51 [ P9 BT A 1 i, R AC PR I R s o filin, (R0
BALy) BAKYE RN T OB B /M, 5 # A A O TR B R A B AT ik
BEYE, X HA ARG AFEARBCR R AR EMTA" AL, LIS 2000 4E & 1T TR F)F
INIEIGIN T2 88 2 = (Art. 88ter) , HLRE Al BE 5 5T Ji& (9 B 1~ B4l BOIE 77 XA PR 7 &2
W7o BeAh, MR 2 G2 T 2018 4F 4 kA B9 R i B3 I B i 5 35 e A BBURIE 1) 57 vk 0 Rk
A, WIRHHGE X HAERT “ 6" MANRESEAT CSEm T (22)

B, TEREFEBOIE i R T A ECIE A 2 05, XA G B A s B E AL . A R A
JETE LA IRl R A ik o £ 22 2019 4R 1 1 HGEIGEAT MIHE ML IRE (=) MRFEHI
EYLH P A BT R B, i, #722E 5, — EUBR O I AR A A R 8, O B A R
iy, Jf ELE 2E5E T [ B AL Lk B i 5 AR I [ 50 (230 A, W T 2017 AR A8 H R A i AR 1E
ASCHF (BB R T UES Y Bt ok A TR M E W KRB0 Pasfpl s, Xt
B B S P R IBRIE R A B Sk N e 1T RE 1 A AT BB B2 5 IR 4 TR R AE N 14 2% il
fHitE o (24)

= W ER T RS RO B B3R B E K

(—) Btk il 2 AL A L

P B P EH A, RIS TR EARMER T, il SRS o ks R E NS
PEE R 48 2 17730, RBOLSE S 8ds . e T —ma, ol BUN =AJ5 w4742 42 .
Ho—, Bl 7 B B A SO = 80t 5 A A T2 SE WAl X, T EDRE 25 B08s BT 7 19 J 405
(] 5 A7 T2 S 00 B A 14 ) B2 () R X, 7 25 8000 A AR S BBOUE A8 J 5€ 4 A 5 R A A7
OLE, DT[] W LA mDOE PR B AR Iy o T, Bl P A R UK HT 5 B o iR g5 R A
R T XA BRSS9 B A ) G U e =, Bl P A T i Kd e A Y
Bt i 2 I o5 0 il 9 2cdis . RDILHIA (possession) | fRE (custody) s % (con-
trol) F B
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and International Law Perspectives, 11:1 Masaryk University Journal of Law and Technology 117 (2017).

(24) See Improving Cross-border Access to Electronic Evidence: Findings from the Expert Process and Suggested Way, available at
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2018.
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Abstract ; With respect to the criminal jurisdiction over the access to data, two basic models have al-
ready been developed at the national level, i. e., the data location mode and the data controller
mode. The data location mode, which is constructed on the basis of the traditional national territory,
has been weakened in the field of cross-border access to data as a result of the difficulties and low effi-
ciency in its application. In contrast, the data controller mode relies on cross-border cloud service
providers , thus partially replacing the data location mode. Fundamentally speaking, the change of the
mode of jurisdiction over criminal evidence collection at the international level is caused by the at-
tempt by various states to control the domestic as well as overseas data resources for the maximization
of their own national interests. Meanwhile, it should be noted that the theory of data exceptionalism
has also made an important impact on the traditional mode of jurisdiction over evidence collection that
applies to tangible objects. China should face up to this international trend and strive to explore the
Chinese mode of jurisdiction over criminal evidence collection on the basis of national data sovereignty
strategy. More specifically, firstly, we should adhere to the data location model, while at the same
time making some exceptions to this mode; secondly, we should make reciprocal responses to the
harms to our own interest caused by the adoption of the data controller mode by other countries while
sharing the bonus of this mode to a certain extent; and thirdly, we should strengthen the equal consul-
tation and collaboration with other countries under the conceptual framework of “procedural data sov-
ereignty” , so as to construct a reciprocal mode of jurisdiction over criminal evidence collection appli-
cable to data.

Key Words: electronic data, data sovereignty, evidence collection, criminal jurisdiction

- 208 -



