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Abstract: In the 1950s, investigation organs in China began to make use of such methods of secret
criminal investigation as eyes and ears to collect criminal evidences. From the 1990s to the early
twenty-first Century, surveillance and wiretapping by national security organs, public security organs
and procuratorial organs had received legislative authorization one after another. During this long
process of legalization, the goal of putting surveillance and wiretapping under the rule of law in China
has been realized mainly through the creation of “strict procedure of approval based on the need of
criminal investigation” and the construction of substantive process that meets the need of criminal in-
vestigation. However, the citizen’ s constitutional right of privacy had not been given due considera-
tion in this process. In order to protect the citizen’ s constitutional right of privacy against arbitrary in-
fringement by the government power of surveillance and wiretapping, the practice of surveillance and
wiretapping of China should be gradually put under the orbit of the rule of law through the creation of
procedural due process and substantive due process. Firstly, the defensive function of constitutional
right of privacy against power of surveillance and wiretapping should be developed; secondly, a mech-
anism of procedural due process for the control of power should be established through the construction
of a system of court order at different levels; and thirdly, a standard for the review of substantive due
process on the basis of appropriateness of private expectation and special needs should be established
by making a distinction between general needs of criminal investigation and special needs beyond law
enforcement.

Key Words: surveillance and wiretapping, right of privacy, procedural due process, substantive due

process
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